ABSTRACT
INTRODUCTION
A group of mobile nodes made a MANET [1] . They form a network for information exchange. For this information exchange, they never use the central authority as well as existing fixed network infrastructure. This upcoming technology creates new research opportunities and dynamic challenges for different topology of the network, bandwidth limitation, node's battery capacity improvement and multi-hop communication.
The routes are updated at regular intervals with respect to their requirement in proactive routing but routes are determined only when there is a need to transmit a data packet in reactive routing. Single path routing protocols [1] [2] and multipath routing protocols [3] [4] [5] are classified on the basis of number of routes computed between source and destination.
The area of discussion in this paper is based on AODV [2] , a single path routing protocol and its multipath versions, R-AODV and PHR-AODV routing protocols. AODV is both on-demand and destination initiated, that means routes are established from destination only on demand [1] . But the problem in such kind of single path routing is the increased latency and packet loss due to dynamic nature of the routing environment. Unnecessary bandwidth consumption due to periodic beacons also affects the performance of AODV.
Besides, the performance of AODV is significantly affected due to the loss of single unicasted route reply (RREP) packets. The drastically altering environment prevents the RREP packet from getting delivered to the source node. As a result the source node starts rediscovery process, which in turn increases both consumed energy and communication delay. The Reverse-AODV (R-AODV) [6] , broadcasts the route reply packet throughout the network instead of unicasting it. This process generates multiple discovered partial or full disjoint paths at the source node. It also ensures both successful route discovery and data packet delivery reducing path fail correction messages.
Protecting network activity from intrusion of malicious nodes and enhancing the data security are the important issues of Mobile Ad hoc networks. Sometimes the performance of R-AODV routing protocol gets significantly affected due to the activity of these active malicious nodes. So PHR-AODV [11] , builds multipath to destination and adaptively hops between the available paths for transmission of data packets. As a result load distribution arises and it ensures that the nodes do not get depleted of energy which in turn increases the network lifetime.
In this paper, a significant amount of network parameters and energy related parameters have been considered in order to compare the above mentioned routing protocols. The graphs obtained are based on multiple readings and later averaging for a single plot point. The simulation environment considered in this paper is highly dynamic (lesser pause time and higher nodes speed) and the simulation software used is network simulator (NS-2).
OVERVIEW OF ROUTING PROTOCOLS
This section briefly describes AODV, R-AODV and PHR-AODV routing protocols.
AODV Routing Protocol
The Ad hoc On-Demand Distance Vector (AODV) [1] [2] is a destination initiated routing protocol that maintains the sequence number concept for loop free routing and initiates the route discovery process on demand, hence has the combined features of DSDV and DSR respectively. The entire working principle of AODV can be covered under two important phases: Route Discovery and Route Maintenance.
The node disseminates and avoids repeated processing of RREQ packets at nodes by matching the source IP address and RREQ ID pair of the packet with nodes stored information. A RREP packet is generated by a node if it is itself the destination node or it has an active route to the destination. The destination node unicasts the RREP packet back towards the source node along the reverse path.
Another route error known as RERR message initiates and defects a link break for for the next hop of an active route in it's routing table but it is not attempting for any other local repairing. As a decision the RERR message which is received looks for an another route from it's routing table.
R-AODV Routing Protocol
The Reverse AODV (R-AODV) [6] , an optimized AODV routing protocol uses a reverse route discovery methodology in order to avoid RREP packet loss. R-AODV prevents a large number of retransmissions of RREQ packets which in turn reduces the congestion in the network and enhances the delivery ratio [7] .
From the RREQ packet transmission point of view, both AODV and R role. The RREQ packet format of receives the first RREQ packet, a reverse route request (R broadcasted to its neighbour nodes within its transmission range. The R given in Table 1 .
Type
The source node starts packet transmission after receiving the first R late arrived R-RREQ packets are saved for future use. received R-RREQ packet is not a source node. Then the R nodes. After receiving the packet , it adds in a new path with a different hop or with the same next hop. This is totally depends upon a sequence number which is greater or less [7] [9]. 
PHR-AODV Routing Protocol
PHR-AODV [11] contains no permanent routes in nodes routing table. It is an extension of R AODV routing protocol which prevents loss of data packets by active malicious node and distributes load uniformly among the nodes.
The processing of RREQ and Rof R-AODV and PHR-AODV are same. its neighbour nodes, it simply builds partial node retransmissions of RREQ packets which in turn reduces the congestion in the network and smission point of view, both AODV and R-AODV play the same role. The RREQ packet format of R-AODV is same as that of AODV. When the destination node receives the first RREQ packet, a reverse route request (R-RREQ) packet is initiated and neighbour nodes within its transmission range. The R-RREQ packet format is Table1. R-RREQ Message Format [6] Reserved Hop Count Broadcast ID Destination IP address Destination Sequence Number Source IP address Reply Time node starts packet transmission after receiving the first R-RREQ message whereas the RREQ packets are saved for future use. A forward route entry is created if the node RREQ packet is not a source node. Then the R-RREQ is broadcasted to it's neighbour nodes. After receiving the packet , it adds in a new path with a different hop or with the same next hop. This is totally depends upon a sequence number which is greater or less [7] [9].
Figure1. R-RREQ from Destination to Source Node Figure 1 shows the flooding of R-RREQ packet by the destination node in order to find the source node. So along with the primary path D-3-2-1-S, a number of paths might be built at the source 11-12-13-S.
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Where Nrp is the number of nodes in routing path, Ntotal is the number of all nodes in network, Nm is the Number of malicious nodes (2 malicious nodes are considered in this paper) and Np is the number of paths from a source to a destination. The malicious node intrusion Pi = Pm / Np
SIMULATION AND PERFORMANCE EVALUATION
This section explained the simulation model and their performance metrics. This also describes the results which are analysed from the simulation.
Simulation Model
In this section, the network simulator hoc environment completed with physical, data link and medium access control layer models. disjoint paths within the timeout period, source node hops between different paths (based on the ascending order of their hop count values) while sending data packets to the destination node. During this communication of data packets, if a particular path fails then that path is eliminated from the list. The source node reinitiates the route discovery when no paths remain in the list. Figure 2 shows the node disjoint paths discovered between source and destination node.
Figure2. Hopping of Paths at Source Node
AODV provides an effective and analytic method to estimate the security of the network [11] . The probability of active malicious node Pm is given as:
e number of nodes in routing path, Ntotal is the number of all nodes in network, Nm is the Number of malicious nodes (2 malicious nodes are considered in this paper) and Np is the number of paths from a source to a destination. The malicious node intrusion rate is given by Pi = Pm / Np (2)
SIMULATION AND PERFORMANCE EVALUATION
section, the network simulator-2 is used. It supports for simulating a multi-hop wireless ad hoc environment completed with physical, data link and medium access control layer models. The 2 and 3 shows the simulation parameters and energy parameters respectively.
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Performance Metrics
The following performance metrics [6] [7] [8] [9] [10] are considered for the simulation:
• Packet Delivery Fraction: It is the ratio of data packets received at the destination to those generated by the source.
• Average End-to-End Delay: It is the time interval between Transmitting packet and Receiving packet, which is a summation of isolation of data packets during route discovery, retransmission delays at the MAC and queuing at the interface queue.
• Routing Overhead: It is the sum of all control packets transmitted/received during route discovery and route maintenance.
• Average Energy Consumed: It is the mean value of energy consumed by a node during the whole simulation process. 
Results and Discussions
The packet delivery fraction and average end-to-end delay of R-AODV characterisation are shown in figure 3 and 4. It is very obvious that above two factors improved as compared to other two protocols due to R-AODV utilises multiple recent routes at the source node which are fresh enough. Also the routing overhead of R-AODV is much larger than AODV which is clearly shown in figure 5 because R-AODV broadcasts route reply packets whereas it is unicasted in AODV. From Figure 6 and 7 it is clear that R-AODV completely outperforms AODV and PHR-AODV when performance is considered by varying Nodes Maximum Speed due to that R-AODV uses a number of multiple invented routes with high consistency to switch over the rapid topology changes due to higher nodes speed, which reduces the delay of communication which arises due to successful delivery of data packets. The average consumed energy for R-AODV is lesser than AODV and PHR-AODV is clearly illustrated in figure (8) . This will effective even if it has transmitted larger number of control packets than others. The reason is that the R-AODV uses fewer hops in the chosen paths to route the data packets [8] . As a result for a longer period R-AODV increases the survival of the nodes in the network. The two malicious nodes which are described in this paper, their intrusion rate decreases depending upon the number of nodes increases in case of PHR_AODV. Further the intrusion rate decreases as the probability of active malicious nodes decreases.
CONCLUSIONS
An extensive analytic model and a simulation study have been conducted to evaluate the performance of AODV, R-AODV and PHR-AODV using NS-2.The above simulation analysis raise a conclusion that the performance of R-AODV in terms average end-to-delay, average energy consumption and packet delivery fraction totally dominates both AODV and PHR-AODV .This is happened in high mobility scenarios at a cost of higher routing overhead. It can also be seen that in case of PHR-AODV, the intrusion rate of malicious nodes decreases with increase in number of nodes.
